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12 FAM 560
GENERAL ADMINISTRATION

(CT:DS-126; 04-17-2007)
(Office of Origin: A/ISS/DIR)

12 FAM 561 SECURITY INSPECTION OF
EXCESS PROPERTY

(TL:DS-88; 02-13-2003)
(Uniform State, AID, OPIC, TDP)

The person authorizing property to be removed is responsible for the
inspection of all material, furniture, typewriters, automated information
system (AIS) equipment, etc., leaving an office to ensure that no classified,
administratively controlled, or valuable material is inadvertently
unprotected. The unit security officer should also examine the property and
make a notation on Form DS-586, Turn-in Property Inspection Certification,
that an inspection has been made for classified material. The OF-302 should
also be signed by at least one person other than the unit security officer.
When inspecting safes, file cabinets, and desks, completely remove all
drawers from the furniture as paper tends to slide underneath and behind
the drawers. For additional directions, see 6 FAM.

12 FAM 562 INFORMATION SECURITY
EDUCATION AND TRAINING PROGRAMS
OPERATION

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

DS/ISP/APB is responsible for developing, defining, inspecting, and advising
on facilities, procedures, and controls for safeguarding classified and
administratively controlled information, and for the enforcement of these
regulations as they pertain to operations worldwide. DS/ISP/APB establishes
inspection programs and maintains active training and orientation programs
for employees requiring access to classified information to impress upon
each employee individual responsibility for exercising vigilance and care in
complying with the provisions of these regulations. These programs include
a continuing review of the implementation of these regulations to insure that
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national security information is properly safeguarded. For AID, IG/SEC/PSI
is responsible for the security education and training program.

12 FAM 563 POST AND UNIT SECURITY
OFFICERS

12 FAM 563.1 Designation of Unit Security Officers

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Domestically, the head of each major functional area must designate a
principal unit security officer to assist in carrying out the area’s security
responsibilities. Make a written notification of principal unit security officer
designations and changes to DS/ISP/APB. Principal unit security officers of
larger functional areas may designate and direct assistant unit security
officers to carry out security responsibilities. A written notice of unit security
officer appointment must be sent to DS/ISP/APB, as it is made. This listing
of USOs must be updated, as necessary, and sent to DS/ISP/APB whenever
a change occurs. For AID, IG/SEC is responsible.

12 FAM 563.2 Responsibilities of Post Security and
Unit Officers

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Employees designated as post or unit security officers perform the security
duties prescribed for them in addition to the duties of their regular positions.
Each post and unit security officer maintains an active training and
orientation program to impress each employee with individual responsibility
for exercising vigilance and care in complying with the provisions of the
security regulations. The post security officer maintains liaison with the RSO
and otherwise assists in the general administration of the security program
within the assigned area of jurisdiction. Domestically, the unit security
officer maintains liaison with DS/ISP/APB. For AID, liaison is maintained
with IG/SEC. In addition, the post security officer performs such other
security duties as may be required by the RSO.

12 FAM 563.3 Regional Security Officers
(TL:DS-61; 10-01-1999)
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(Uniform State, AID, OPIC, TDP)

With respect to the information security program at post, the RSO receives
advice, guidance, and direction from DS/ISP/APB. RSOs serve as the
program manager for the information security program at post under their
cognizance.

12 FAM 563.4 Contractor/Consultant Employees

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Regulations concerning contractor/consultant employees are located in 12
FAM 570.

12 FAM 564 BRIEFINGS

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

The information security education program shall include all personnel
authorized or expected to be authorized access to classified and/or
administratively controlled information. The program shall, as a minimum,
be designed to:

(1) Advise personnel of the adverse affects to the national security that
could result from unauthorized disclosure and of their personal and
legal responsibility to protect classified information within their
knowledge, possession, or control;

(2) Indoctrinate personnel in the principles, criteria, and procedures of
proper classification management, to include the classification,
downgrading, declassification, marking, control and accountability,
storage, destruction, and transmission of classified information and
material;

(3) Familiarize personnel with procedures for challenging classification
decisions believed to be improper;

(4) Familiarize personnel with the security requirements of their
particular assignment;

(5) Familiarize personnel with system security standards for use of
automated information systems;
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(6) Advise personnel of the strict prohibition against discussing
classified information over an unsecure telephone or in any other
manner that permits interception by unauthorized persons;

(7) Inform personnel of the penalties for violation or disregard of the
provisions of this regulation; and

(8) Instruct personnel that individuals having knowledge, possession,
or control of classified information must determine, before
disseminating such information, that the prospective recipient has
been cleared for access by competent authority; needs the
information in order to perform his or her official duties; and can
properly protect (or store) the information.

12 FAM 564.1 Initial

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

a. All employees must be afforded a briefing on these regulations. Each new
employee is required to read and sign Form SF-312, Nondisclosure
Agreement (see 12 FAM 564 Exhibit 564.1), at the time of entrance on
duty and prior to being afforded access to national security (classified)
information.

b. In addition, it is the responsibility of post and principal unit security
officers to insure that all newly assigned or newly employed personnel are
briefed on security matters specific to a post or area.

12 FAM 564.2 Refresher

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Under the direction of DS/ISP/APB, a program shall be established to
provide, at a minimum, annual security training for personnel having
continued access to classified information. Within AID, this will be
accomplished by IG/SEC.

12 FAM 564.3 Special Access

(TL:DS-61; 10-01-1999)
(Uniform State, AID, OPIC, TDP)

Indoctrination briefings for Sensitive Compartment Information (SCI) or
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Special Access Program (SAP) will be conducted by INR or the program
manager for the SAP, respectively.

12 FAM 564.4 Termination

(TL:DS-88; 02-13-2003)
(Uniform State, AID, OPIC, TDP)

a. A security debriefing will be conducted and a separation statement will be
completed whenever an employee is terminating employment or is
otherwise to be separated for a continuous period of 60 days or more.
The debriefing is mandatory to ensure that separating personnel are
aware of the requirement to return all classified material and of a
continuing responsibility to safeguard their knowledge of any classified
information. The separating employee must be advised of the applicable
laws on the protection and disclosure of classified information (see 12
FAM 557 Exhibit 557.3) before signing Form OF-109, Separation
Statement (see 12 FAM 564 Exhibit 564.4).

b. AID’s Office of Security, IG/SEC, will conduct a security debriefing upon
the separation of AID employees.

12 FAM 565 THROUGH 569 UNASSIGNED
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12 FAM 564 EXHIBIT 564.1
FORM SF-312, CLASSIFIED INFORMATION
NONDISCLOSURE AGREEMENT
(TL:DS-61; 10-01-1999)

CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

AN AGREEMENT BETWWEEN AMND THE UNITED STATES
fhiame of individual -- Printod or tybod)

1. Intending to b= legally bound, | heeby accept the obligatons contsined in this Agreerment in considemtion of my
being granted access to classified information.  As used in this Agreerment. classified informmation is marked or
unrmarked clagsified inforrmetion, including oral communications, that iz classified under the standards of Executive
Order 12855, or under any other Executive order or ststute that prohibits the unasuthorized disclkesure of inforrmation in
the interest of rational secunty, and unchkssified inforrmation that meets the standards for clssification and is in the
process of a clasgification determination ag provided in Section 1.1, 1.2, 1.3 and 1.4(e) of Executive Order 12955, or
under amy other Executive order or ststute that requires protection for such informetion in the interest of netional
security. | understand and accept that by being granted access to classified information, special confidence and trust
shall be placed in me by the United States Gowvernment.

2. | hereby scknowledge that | hawve received & security indoctrination concerning the nature and protection of
clagsified inforrmation, including the procedures to be followed in ascertaining whether other pesons © whomm |
contermnplate digclosing this inforrmation have been approved for access to it, and thet | understand these procedures.

3. | have been adviged that the unauthorized disclosure, unauthorized retenton, or negligent handling of classified
infarrration by me could cause darmage or irmeparable injury to the Unied States or could be used to adwantage by &
foreign nation. | hereby agree that | will never divulge classified informetion to anvone unless: (&) | have officially
verified that the recipient has been property authorized by the United States Gowvernment to receive it or (b)) | hawve
been given prior written notice of authorization from the United States Governmment Departrment or Agency (hereinafter
Departrment or Agency) regponsible for the classification of informetion or last granting rme a security clearance that
such disclosure is permitted. | understand that F | am uncertain about the clessification stabls of information, | am
required to confirm froem an sutharized official that the information is unclassified before | may disclose it, except to &
persan as provided in (&) ar (b), abowe. | further understand that | am obligeted to comply with lsws and requltions
that prohibit the ureutharized disclosure of classified informmation.

4. | have been advized that any breach of this Agreerment ey result in the termination of any security clearances |
hold, rermowval from any position of speciel confidence and trust requiring such cleamnces, or terminaton of moy
employrment or other relationships with the Departrments or Agencies that granted my secuUrity clearance or clearances,
In addition, | hawe been adwvized that amy unsuthorized digclosure of clazsified information by me mey constitute a
violation, or violations, of United Stetes criminal laws, including the provigions of Sections 841, 793, ¥od, 795, *952
and 1924, Title 15, United States Code, *the provisions of Section 753(b). title B0, United States code, and the
provisions of the intelligence |dentities Protection Act of 13582 | recognize that nothing in the A greerment constitutes
a waiver by the United States of the right to prosecute me for any stetutony violation.

5. | hereby azsign w the United Swmtes Governrment all royalties, mrnunerations, and emolurments that have resulted,
will result or rmay regult from any disclosure, publication or revelation of classified information not congistent with the
terme of this Agreement.

5. | understand that the United States Sowvernment may seek amy remedy awailable to it to enforce this Agreement
including, but not limited to, application for & court order prohibiting disclosure of infommation in beach of this
Agreerment.

7. | understand that all clessified infommetion to which | hawe access or mmay obtain access by signing this Agreerment
iz now and will rermain the property of., or under the contrel of the United Stestes Gowernment unless and until
othenwige determined by an authorized official or final ruling of a court of law. | agree that | shall return all clazsified
rmaterials which hawve, or may come inte my pogssession or for which | am respongible becausze of such access: (a)
upon dermend by an suthorized representstive of the United States Sowvernment; (b) upon the conclusion of my
ernployrrent or other relationship with the Departrment or Agency thet lsst granted re a security clesrance or that
provided rme access 1o classfied information; or () upon the conclusion of My employment or other elationship that
requires access to clagsified informmation. If | do not return such materials upon request, | understand that this mey be
g violation of Sections 793 andfor 1924, Title 15, United States Code, a United States crirninal law.

5. unlegs and until | am released in writing by an authorized epresentative of the United States Gowernrment, |
understand that all conditions and obligations impoged upon me by this Agreemment apply during the tire | am granted
access o classified information. and at all times thereafter.

9. Each provision of this Agreerent is severable. If a court should find any provision of this Agreerment to be
unenforceable, all other provisions of this Agreerment shall rerrain in full force and effect.

flantnue on revarsa, )

NSH TE40-01-280-6433 STANDARD FORM 312 1Rev. 1-001
Figuicous adifion na1 usablo P uwsciibad by NARAASOOD
32 CFR 2003.E.0. 12368
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10, These restrictions are consgistent with and do not supersede, conflct with or othenwize alter the employes
obligations, rights or lisbilities crested by Executive Order 125955, Section 7211 of Title 5, United States code
[governing disclosures o Congress); Section 1034 of Title 10, United States code, as amended by the Militany
Whistleblower Protection Act (gowverning disclogsure to Congress by members of the militany), Section 2302(b) (5) of
title 5, United States Code. as amended by the Whistleblower Protection Act (governing disclosures of illegality,
waste, freud, abuse or public health or safety thrests); the Intelligence ldentities Protection Act of 1982 (B0 U.5.C.
421 et seq.) (governing disclosures that expose confidential Government agents), and the ststutes which protect
against disclosure that may compromise the national security, including Sections 641, 793, 734, ¥95, 352 and 1924
of Title 13, United State Code, and Section 4ib) of the Subwversive Activities Act of 19580 (50 U.5.C. Section VS3ib)).
The definitions, requirerments, obligstions, rights, sanctions and lisbilities crested by ssid Executive Order and listed
statutes are incorporated into this Agreerment and are controlling.

11. | have read this Agreerment carefully and my questions, if any, have been answered. | acknowledge that the
briefing officer has made awvailable to re the Executive Order and ststutes referenced in this agreerment and its
immplermenting requlation (32 CFR Section 2003, 20) so that | rmay read thern at this tirme, if | 2o choose.

BIGNATURE DATE foanedd-wypel EOCIAL SECURITY MUMBER
[Siaa Notica Salowl

ORCANEZATION IIF CONTRACTOR, LICENSEE, GRANTEE OR AGENT, PROVIDE: MAME, ADDRESS, AND IF APFLICABLE, FEDERAL SUPPLY CODE NUMBER|

(Typaor mrind)
WITNESS ACCEPTANCE
THE EXEGUTION OF THI5 AGREEMENT WAS THE UNDERSIGNED AGGEPTED THIS AGREEMENT ON
WITMNESSED BY THE UNDERSIGMED. BEHALF OF THE UNITED STATES GOVERNNENT.
SIGHNATURE DATE [owoe-dd-yyy] |SIGMATURE DATE fmanedd-yyyyl
NAME 4KND ADDRESS (Typeor mindl NAME AND ADDRESS (Typeor miandl

SECURITY DEBRIEFING ACKNOWLEDGMENT

| remffirm that the provisions of the espicnage lews, other federal criminal lews Band sxecutive orders spplicable to the safeguerding of clessified
information heve been made availeble to me; that | have returned all clessified information in my custody; that | will not communicate or transmit
claszified information to sny uneuthorized person or orgenizetion; that | will promptly report to the Federal Buresu of Investigation any sttempt by
en uneuthorized person to solicit classified information, and thet | lhave) |have not) Istrike out ineppropriate word or words) received B security
de=bri=fing.

SIGMATURE OF EMPLOVEE DATE fmnedd-yyyyl

HNAME OF 'WITNESS [Typaor miadl SIGNATURE OF '‘WITNESS

MOTICE: The Privacy Act, 5 U.5.C. 552m, requires that federal mgencies inform individusls, &t the tim= informetion is solicitead from them, whethar
the= dizsclosure is mandatary or woluntary, by what suthority such information is solicited, and whet uses will b2 mad= of thes information. You Bre
hereby mdviz=d thet mutharity foar saliciting your Social Secority Mumber 1S5M) iz Evescotive Order 83870 Your S5M will b used to identify you
precizaly when it iz necescary to 1) certify thet you have mccesc to the informaetion indiceted mbowve or 3 detarmine thet your mccess to the
infermation indicated heas terminated. Although disclosure of your 55N is not mandetery, your failure to do 20 may impeds the processing of such
certifications or determinations, or pessibly result in the deniel of your being grented nccess to classified information.

*WNOT APPLICABLE TO NON-GCWERNMENT PERSONMEL SIGNING THIS AGREEMENT.
STANDARD FORM 312 (Raw. 1-001 BACK
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12 FAM 564 EXHIBIT 564.4
FORM OF-109, SEPARATION STATEMENT

(TL:DS-126,;, 04-17-2007)

J.5. Department of Zate

SEPARATION STATEMENT

\ make the folowing statement In connection with my
[Pi=ase Ty or Prind
S-EPG[EUCI'I from Empy Ej'l"IEI'ﬂ In the U5, Deparment of Stata. As usad herein, the f2rm '!l"lﬂlﬂ"'ﬂl':"'ll' Inciudes all parings ol 3ss g ment ar detzll, as
Wwel 35 a1§|l-:er oos of TEmporary pa".J: me ar Intermitent El"lElClj-TﬂE—'ll. therein, and the tem 'EEFIEIE'. on” Inclugas BLEEDENBION for .aﬂ:.-'parlm:l n
axeess of 30 days, relirement from acthee duly, transser o another agency, resignation, furigugn to enter milkary service, el

1. I have surrenderad to responsibie offidials all classMed or adminlstrativaly condrollzd dozuments ang matedal with which | was charged or which
had In my possession. | am nol retalning In my possesslon, cusiody, or control, dosuments or matenal conlahning classtlzd or
agministraieely controlied Information furflshed 1o me during the course of such employment or developed a8 3 conseguencs thereol, Inciuding
any dlaries, memaranrdums of conversation, or other documanss of 3 personal nalure (Hat contaln cassfed or adminisiratively controled
rformiation.

2. | have surrendzred to responsibia officlals 31l unclassiNed cocuments, and papers rziatng to the aMclal business of the Gavemment acguired by
Me whlkz In Te empioy of the Department.

3. | shall ngt publlsh, nor reweal io any perEon, any @assified or sdminkiratively controlled Infarmation of which | have knowlzdge, or any oifer
riformation ransmisted o me I confidence Inthe course of my ofcial duties, uniess autharzed oy oMclals of the employing Departmiznt
empowered 13 grant permisskan for such disciosure

4. | have besn amvised by the Interviewing officer whose name appears below, and understand the criminal penalties relating o U5, Govemment
records and Infarmation and the use thersof

Title 18, U.S, Code Title 50. U.5. Code
Section §41 - Publc Money, Properly or Reconis Section TE3R)- Communication of Classied Infommation

TE3 - Gathering, Transmlting or Losing by Government Ceicer o Employes
Defense Infarmation TE3([dy- Penaltles for Vialation

TE4 - Eamering or Dellvering Defanse Infarmation .
12 A FCIE!E'gﬂ Sout g Title 42, U.5. Code

TL8 - Disclosure O ClassMad Infomation -

952 - Dipiomatic Codas and Cormaspondance Seclon 2172~ Wiolalan of Specric Secions

1205 - Disclosure of Confidential Infarmation
20M -gn:m-;e-zlr'er'.. Remaoval, or Mutiation of
ECors

“Wiolathon of Ganeral Sections
Communication of Residcied Data
Recelpt of Resinciad Data
Tamgering With Resvicked Data
Disclogurs of Reslricted Data

Thess ressrictions are conslstent with and de not supersage, confilel with or ofenwse aker the employes obligations, nights or labiiles created by
Exccutive Crder 12958, Saclion 7211 o THie 5, United Stases Code (qavemning disclesures bo Congrees); Sacton 1024 o7 Tiie 10, Unmzd Stakes
Code, a5 amendad by the Milltary Whisleblower Proection Act (goveming disziosure to Congress Dy members of the miltany); Section 2302(b)(8) of
THiz 5, Lrit=d States Code, a5 amended by the \WhISHebwer Froseclion Act (Qoverning meciosurse of iegalty, wagte, raud, SbUse or pUDIE NEatn
o gaety threals); Me Ineligence [entiiss Pratecton Act of 1962 (50 U.S.C. 421 & 527.] (povarming disGOsUres Mat cauld expass confzential
Govemment agents); and i statuszs which proszct against discioswre hat may compromizz the nalonal securty, ncluding Sections 841, 733, 734,
T9E and 952 :?Tte 18, United Slates Code, and Seclon 4(b) of the Subversive Activities Act of 1350 (50 L.3.C. 5Seclion ?%-3[:|:- The definitions,
requiramenss, cbligations, rights, sanclions and llablifes craatad by sald Exscudve Croer and llsted statutes ars Incorporated nlo this Agresmant
and are controlling.

& I reafirm ihal the provisions of the esplonags 1aws, olher federal crimingl laws and execubive croiers applicabis to the safeguarding of classifzd
Infarmation have been made avalladlz to mie: that | nave relumed al dassmed nformation In my custody; that | will not communiZats or Tansmi
classMed Insrmaticn 1o any unauihanzed person of arganization; Ma: | will promptly report 1o e Faderal Buraau of Invasligation any attemps by
an unaulhiorized persan 1o solclt dassMad Infermiation, and that | [ (have) [ (have not) recelved a secunty detnefing,

E. | have baen advised by ihe Interdewing officer whose slgnature appears below and fully understand thal Section 1001 of Tiie 18, Unlied Siates
Code, provioes criminal penakies for knowingly and wilFUlly falsHylng or concaallng materal fact In a statement or document submitted o any
gaparmant or agency of the United Siates Govemment conceming 3 matier under Hs Jurisdiclion.

Signature of Interviesing OfMmoar Signatura In Pregence of interdeaing OSicer

Date  [mm-od-pyyy) Cate of BIRN (mm-00-yyye)

Typad Kams of Inerviewing Cficer Dale Signac [mm-od-yyyy)

FoeiCepanman Typed Mame of Emplovee

Onhear Kames Used During This Penod of Employmant

QF-10%
De-2003
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